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Experimental implementation of secure anonymous protocols
on an eight-user quantum key distribution network
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Anonymity in networked communication is vital for many privacy-preserving tasks. Secure key distribution alone is insufficient for
high-security communications. Often, knowing who transmits a message to whom and when must also be kept hidden from an
adversary. Here, we experimentally demonstrate five information-theoretically secure anonymity protocols on an eight user city-
wide quantum network using polarisation entangled photon pairs. At the heart of these protocols is anonymous broadcasting,
which is a cryptographic primitive that allows one user to reveal one bit of information while keeping their identity anonymous. For
a network of n users, the protocols retain anonymity for the sender, given that no more than n — 2 users are colluding. This is an
implementation of genuine multi-user cryptographic protocols beyond standard QKD. Our anonymous protocols enhance the
functionality of any fully-connected Quantum Key Distribution network without trusted nodes.
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INTRODUCTION

Quantum cryptography is one of the fastest-growing quantum
technologies. Quantum Key Distribution (QKD) has been demon-
strated across a huge spectrum of platforms'?, and proof-of-
principle demonstrations are quickly being adapted into com-
mercial prototypes. Recent experimental progress and the
development of potentially large-scale networks®>~” open up the
possibility of a full-scale quantum internet®-'°. Many protocols
have been developed for multi-user quantum networks, such as
secret voting'""'?, secret sharing'®'4, clock synchronisation'®, and
distributed blind quantum computation's; these all use multi-
partite states. However, multipartite states are very complex to
create and the performance of protocols based on such states can
degrade rapidly with losses (i.e., distance). Protocols based on
bipartite states, such as the ones presented here, are often the
simplest and best choice given any realistic amount of loss.
Further, they are compatible with today’s state-of-the-art quantum
networks, which distribute bipartite entanglement and use this to
perform quantum communication.

As QKD matures as a technology, researchers turn their
attention towards networked tasks beyond QKD, see, eg.,
Refs. 7724, As we build the world’s most secure networks, it is
important to ensure that traffic on these networks is anonymous
in addition to being impossible to decrypt. Thus, anonymity as a
cryptographic primitive is becoming increasingly important for
networked applications due to concerns for privacy and censor-
ship. Applications include anonymous communication, secret
auctions®® and anonymous cryptocurrency transactionsS,

The first anonymous broadcating protocol was named the
‘cryptographer’s dining problem’?’. There, n users establish shared

secret keys with all the other users, allowing one (and only one)
user to send a single bit of classical information whilst keeping
their identity secret; we refer to this protocol as ‘anonymous
broadcasting’. Anonymous broadcasting is a particular case of a
‘parity’ protocol that allows n users to compute the parity of their
local bit strings without revealing them. Later, Broadbent et al.
derived a class of information-theoretically secure protocols based
on the parity protocol that allows for practical anonymous
communication to take place?®.

A traceless and efficient quantum anonymous broadcasting
protocol was reported in Ref.?°. There, a trusted resource
distributes ahead of time an n-partite entangled GHZ (Green-
berger-Home-Zeilinger) state [y)q, = 5 (J0)*" +[1)°"). While
GHZ state-based networks are difficult to scale-up to many users,
our approach exploits a scalable, fully connected, metropolitan-
sized quantum network test bed’.

The key enabler for the anonymity protocols in Ref.?® is
anonymous broadcasting, which requires pairwise shared secret
keys between the users. In our setup, we use our quantum
network to distribute pairwise secret keys between all the users,
then perform secure anonymous protocols. While anonymous
protocols can be achieved using classical cryptography primi-
tives, the security of such protocols remains vulnerable to every
form of attack that can compromise the classical keys used. By
using quantum keys, we have upgraded the classical protocols to
the general security assumptions of the underlying QKD
protocol. Thus the QKD keys allow us to guarantee anonymity
based on the fundamental laws of physics rather than computa-
tional complexity.
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Fig. 1 Overview of the quantum network test bed. The physical
layer consists of a broadband source of bipartite polarisation
entanglement that is multiplexed and distributed to several users
via one fibre each. In the entanglement distribution layer,
polarisation entangled states are distributed to, and measured by
each user. In the communication layer, they perform classical
communication to generate the QKD keys, and execute the
anonymous protocols described in this paper.

After obtaining keys from QKD, we solve the classical
‘cryptographer’s dining problem’ and implement a number of
practical communication protocols:

1. Anonymous broadcasting (parity) allows a single user to
anonymously broadcast one bit of information.

2. Veto allows a single user to unilaterally stop or pass a binary
decision-making task whilst remaining anonymous.

3. Notification: here, a user naotifies a list of others but revealing
neither the number of users nor their identity.

4. Collision detection is a protocol to verify whether there is a
single sender or multiple senders.

5. Anonymous private message transmission allows a sender
to anonymously transmit an encrypted message to a
receiver, despite possible malicious interference from other
users. The identities of both sender and receiver remain
unknown to other users in the network.

The parity protocol (1) is derived in Ref.?’, and protocols 2-5 are
proposed in Ref. %8, Parity serves as a fundamental building block
for the other protocols. Protocols 1-4 are combined to yield
anonymous private message transmission (5).

The structure of the paper follows. In Section The Quantum
Network, we introduce the quantum network we used to
distribute unconditionally secure secret keys, and the experi-
mental details are given in Section Methods. In Section
Anonymous broadcasting (parity) to Anonymous private message
transmission, we describe in detail the anonymous multi-user
network protocols we executed using the quantum network. We
present the communication rates in Section Communication rates.

RESULTS
The quantum network

The experiment was implemented using an eight-node city-scale
quantum network based on bipartite entanglement distribution
described in detail in Ref.”. Each of the eight users shares a
different bipartite entangled state with every other user, forming
the fully connected graph our protocols require. Furthermore,
since every node directly shares entanglement with every other
node, we do not make use of trusted nodes.
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Fig. 2 Experimental setup. The entangled photon pair source is
based on a type-0 MgO:ppLN crystal pumped bidirectionally by a
775.1 nm laser. A flip-mirror and motorised half wave plate (HWP)
are used to couple a tunable telecom laser into the output fibre for
polarisation control. The multiplexers/demultiplexers combine the
shown combination of wavelength channels and distribute them to
all eight users. The channel numbers are shown here plus 34
correspond to the standard ITU 100 GHz DWDM grid. Due to energy
conservation photons in channels {1,—1}, {2,—2}, and so on are the
only ones entangled. Each user is connected to the central hub by
one fibre. The figure also shows the setup of each user’s polarisation
analysis and detection module. (PBS Polarisation beam splitter, DM
Dichroic mirror, SNSPD Superconducting nanowire single photon
detector, TT Time tagger, BS non-polarising Beam Splitter.

The network architecture can be understood as arising from the
superposition of different layers, as shown in Fig. 1: (a) the physical
layer consists of the hardware; (b) in the entanglement distribu-
tion layer, bipartite entanglement states are distributed and
measured; (c) within the communication layer, users use
authenticated classical communication channels to perform all
the steps needed to generate QKD keys. The physical layer is
shown in more detail in Fig. 2. It consists of the entanglement
source, the multiplexers and demultiplexers needed to distribute
the entanglement, a single transmission fibre for each user, and
each user's detection module with the single photon detectors.

Each user measures all the photons they receive in either the
horizontal/vertical (HV) or the diagonal/anti-diagonal (DA) polar-
isation basis. The modules to perform this measurement are
shown in Fig. 2. Note that each user performs a passive basis
choice using a 50:50 beam splitter and utilises just two detectors
(rather than the typical four) by introducing a delay of 3.7 ns for
detection events in the DA basis. Due to the distribution of
photons and the measurements performed, every user now shares
bipartite entanglement with every other user. This is depicted by
the entanglement distribution layer (see Fig. 1).

In the communication layer, the above measurement outcomes
are compared to generate a secret key following the BBM92
protocol®® of QKD. To generate the secret keys, the users
exchanged arrival time information. Since our network uses a
unique two-detector measurement scheme (see Ref.” for imple-
mentation and security proof), the basis choice reconciliation
information can be extracted from the temporal cross-correlation
of the arrival time of photon detection events at any two users. For
every user pair, these sifted keys are error corrected using a Low-
Density Parity Check (LDPC) error correction code. Every user runs
multiple instances of the key generation routine to generate keys
from the sifted data. We used a security parameter of 10~° for this
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Fig.3 Relationship between the protocols. A schematic that shows
the dependence relationship between the protocols: anonymous
broadcasting (parity) is the building block for all other protocols. The
anonymous private message transmission requires collision detec-
tion, veto, and notification; collision detection is also made up of
two veto protocols.

implementation users maintain a separate key store for every
other user. The security and communication model assumptions
follow from those of standard BBM923° protocol, taking into
account the details of our particular implementation’.

In summary, we use the quantum network for establishing
secret keys between all users. To perform any of our anonymous
protocols, users consume the desired number of bits from the
appropriate key stores. Keys from the key stores are used
only once.

Having established secure keys, the users can now perform
multiple-party network protocols. As anticipated above, we
perform five protocols: (1) anonymous broadcasting (parity), (2)
veto, (3) natification, (4) collision detection, and (5) anonymous
private message transmission. The relationship between the
protocols is summarized in Fig. 3. The parity protocol (1) is the
basic building block. All other protocols are based on it, adding
more complexity and resilience against attacks. The veto protocol
is instrumental for collision detection. The anonymous private
message transmission is obtained by combining protocols 1-4
and represents our ultimate goal in this paper.

Anonymous broadcasting (parity)

The prerequisite of the anonymous broadcasting protocol is that
each user holds a string of n — 1 bits, in such a way that each pair
of users shares a unique secret bit.

The goal of the protocol is for one of the user (called the
speaker) to broadcast one bit of information to all other users
anonymously. The assumption of the protocol is that there is only
one speaker, and that at least two users are not colluding to guess
the identity of the speaker. The classical communication protocol
that achieves this goal is from Ref.?” and is as follows:

1. If the speaker wishes to broadcast the bit value ¢ =0, they
do nothing. If, instead, they wish to broadcast the bit value
c=1, then they flip one and only one of the n — 1 bits in
their local bit string.

2. Each user announces the modulo-two sum (i.e, the parity) of
their local bit string.

Since every secret bit enters the addition modulo-two exactly
twice, if no one transmits or if the transmitted bit is c=0, the
parity of the outputs is also 0, otherwise it is equal to 1. In
conclusion, the overall parity of the local strings, which is
public, reveals the bit value ¢ broadcast by the anonymous
speaker.

Note that the purpose of the quantum network is to provide the
unconditionally secure secret keys between each of the users, and
the rest is classical. Each round of the anonymous broadcasting
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protocol consumes in total n(n — 1)/2 secret bits. Ref. %’ provides
an information-theoretic proof of the security of the anonymous
broadcasting protocol, given that each user shares a private
communication channel, i.e., a secure key with one another.

Anonymity: Intuitively, the protocol is anonymous for the
following reasons: since a bit-flip is applied locally, no information
transmission is necessary to change the overall parity. At the same
time, the parity is a global feature and does not reveal the identity
of the speaker.

Security: Some of the users may cooperate to uncover the
identity of the speaker. If all n—1 users cooperate, then no
protocol can keep the sender’s identity secret. However, if there
are t colluding users, then all other n — t users are equally likely to
be the sender.

What happens if there is more than one speaker? If more than
one user flip their bit, this will lead to a collision error. Given that
one speaker has sent the bit value c=1, let p be the probability
that another speaker also wants to communicate the same bit
value. An error in the overall parity value depends on having an
odd or even number of additional speakers. The probability that i
users want to communicate and n —i— 1 do not is P(1—p)" =",
Summing over odd values of i and overall permutations of the
users, we obtain

i gy o 101 e
P:Z(”, )p’(vp) T=o o= (1)

iodd

Collision errors become more problematic as the number of users
becomes large. The collision detection protocol discussed in
Subsection Collision detection addresses this issue.

Veto

The goal of this protocol is to allow the users to agree on a
resolution unanimously, in such a way that if one or more users
veto it, their identities remain undisclosed. Note that the parity
protocol is unsuitable to achieve this goal. In fact, in the event of a
collision with an even number of users transmitting the bit 1, the
parity of the overall output will be 0.

Here, the aims of dishonest users would be to (1) uncover
who has vetoed, (2) over turn the veto by attempting to set the
overall parity to 0. Furthermore, (3) if the parity announce-
ments are not simultaneous, the last user to announce their
parity can always choose their input such that the overall parity
is 0. The parity protocol ensures that (1) is not possible, (2) is
addressed by introducing the auxiliary random variable ¢;, and
(3) is solved by changing the ordering of the users, as
explained below.

To overcome these limitations, the users repeat the parity protocol
Bn times, for some integer 8> 1, that plays the role of a success
probability parameter. For each implementation of the parity
protocol, the order in which the users announce their local parity
is changed, in such a way that each user has the opportunity to have
the last word 8 times. Therefore, the prerequisite of the veto protocol
is that each users pair shares fn secret random bits. This time it is
allowed to have more than one speaker.

We assign to each user a binary variable. If the ith user chooses
to veto, then x; = 1, otherwise x; = 0. The final output is 1 if at least
one user submits the bit 1: therefore, the output of the veto
protocol, when successful, is effectively the logical OR function of
all of the x;'s, allowing all users to cast a vote.

The protocol is as follows?5:

1. The n users agree on n orderings such that each ordering
has a different last user. This step ensures that every user
has a chance to be the last to broadcast. By changing the
last user each round, the protocols ensure the last user
cannot manipulate the result.

2. For each ordering, the following is repeated 3 times:
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(@) Depending on x; each user sets the value of another
binary variable, ¢; in the following way: if x;= 0, then ¢; =
0; otherwise if x;=1, then ¢; is chosen randomly.

(b) The users execute the anonymous broadcasting protocol
with inputs {c}. That is, if ¢;=0, they do nothing, and if
¢;=1, they flip the bit value of one of their modulo-
two sum.

(c) If the parity at any round is 1, or if any user refuses to
broadcast, then the result is set to 1 (implying a veto).

If for any of the B rounds the output is 1, then we know
someone has vetoed. The value of ¢; is randomly chosen to be
either 0 or 1, so that if an even number of people want to veto,
they do not end up with an even number of collisions all the time.

A single round of the veto protocol consumes Bn3(n —1)/
2 secret bits and succeeds with probability at least 1 — 272, If all
users in the protocol have x;=0, then the inputs to the
anonymous broadcasting protocols are ¢;= 0, then the output of
the protocol is 0 with probability 1.

The protocol is designed such that a potential adversary is
helpless to over turn the veto: suppose they want to set the
output to be 0, then it is unfruitful for them to perform any action
preemptively, since they do not know the value of the speaker’s
bit C.

Notification

The notification protocol allows any user to notify any other users,
in such a way that the identities of both the notifier and the
recipients remain secret, as well as the number of recipients.
The notification protocol is essentially the veto protocol, except
the potential recipient does not broadcast. It will be used as an
intermediate step to achieve anonymous private message
transmission.

For n users, each user has a n-bit string (x}7 ,x]'.’), where the
index j=1, ..., n label the users. If user j wants to notify user i, he/
she sets x]’: =1, and 0 otherwise. For each user i waiting to be
notified, the following is repeated 8 times

1. Each user j#i sets the value of another bit, ¢/, in the
following way: if xj’: =0, then cj’: = 0; if x} =1, then cj’: is
chosen randomly.

2. The parity protocol is executed with inputs ¢}, c, ... ,cl,
with the exception that user i does not broadcast.

3. user j computes the overall parity in secret; he/she is notified
if the parity is 1 for any run of the protocol.

Each round of the notification protocol consumes Bn?(n — 1)/
2 secret bits, and succeeds with probability at least 1 — 275,

Collision detection

As we have seen above, the parity protocol assumes that only one
user wants to speak. Here we modify it in such a way that the
protocol detects if more there is more than one speaker. Collision
detection will be implemented as a part of anonymous private
message transmission. The protocol is divided into two steps,
A and B.

Step A is an application of the veto protocol. Each user who
wants to speak inputs a bit value x;= 1, or x; = 0 otherwise. Note
that if a user is a speaker, at the end of the veto protocol, they
know (with high confidence if 8 is chosen large enough) if they are
the only speaker. However, this information needs to remain
private in order to protect the identity of the speaker.

Step B is a second run of the veto protocol. If during step A a
speaker has detected the presence of another speaker, i.e., there
was a collision, then they input the bit value b;= 1. In this way, all
the users will be notified of the collision.

npj Quantum Information (2022) 25

The three outcomes for the collision detection protocol are:

0, iftheoutputofAisO
1, ifthe outputof Ais Tand the outputof Bis 0 (2)
2, iftheoutputof Ais 1andthe outputof Bis 1.

These correspond to no speaker, single speaker, and multiple
speakers respectively. The collision detection protocol consumes
at most an(nz— 1) secret bits, and succeeds with probability at
least (1 —27#)".

Anonymous private message transmission

The anonymous private message transmission allows a sender to
anonymously transmit an encrypted message to a receiver. To send
an m-bit message, each user pair needs to share (m + 2(log[m +
1]+ B)) + 4Bn secret random bits with one another. The protocol
first deals with potential collisions, verifying whether there is a single
sender. Then the sender anonymously notifies the receiver (and only
the receiver) that they are about to receive a message, followed by
the message transmission. The message is encoded with an error
detection code, which maps a m-bit string onto a m" = m + 2y-bit
string, where y<B+log(m+ 1). The decoding process reveals
whether the message has been tampered with, with success
probability 1 — 27#3'. See Supplementary Material for details of the
encoding and decoding. The protocol follows.

1. The users execute the collision detection protocol, and
continue if there is a single sender.

2. Denote the unique sender as S and the receiver as R. The
users perform the notification protocol, where S notifies that
R is to receive a message.

3. The following message transmission protocol is executed:

(@) The sender encodes the message using an algebraic
manipulation and detection code (see Supplementary
Material), which maps the message M (of length m bits)
into M, which has length m" ~ m + 2(logm + 8) bits.
The users perform m’ rounds of the parity, where S uses
M’ as the input, R uses a random m’-bit string r as the
input (a one-time pad), and all other users input 0 at
every round.

(c) Let d be the output of the m" anonymous broadcasting
protocol. The receiver computes M" =d @ .

A veto protocol is performed. Everyone inputs 0 except
for the receiver, who inputs 1 if an error is detected in the
message, otherwise she inputs 0. If the output of veto is
1, this broadcasts to the sender that the message has
been corrupted.

(b)

d

For anonymous private message transmission, we define the
efficiency of the encoding as m/(m + 2y), which is the ratio of the
message length to the required encoding. We plot m/(m + 2y) for
B =16 in Fig. 4. Evidently, the longer the input message, the more
efficient the encoding becomes. For the experiment, we used two
encodings. We map a 512 and 1024-bit message to a 554 and
1068-bit encoding, respectively, with y=21 (for the 512-bit
message) and 22 (for the 1 kb message).

Ideally, we would like all protocols to be jamming-proof.
However, the ideal functionality cannot always be achieved, since
a single party can make the message transmission protocol abort.
This is the price to pay to tolerate an arbitrary number of corrupt
users and still provide information-theoretic privacy of the
inputs?8,

Communication rates

We successfully implemented the five anonymous protocols on
our quantum network testbed consisting of eight simultaneously
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Fig. 4 Efficiency of the encoding. To encode a message of length m, the efficiency is m/(m + 2y); we show this efficiency for different

message lengths, given a fixed security parameter 3 = 16.
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Fig. 5 Anonymous communication rates over time for the lab
experiment. We show: the data the average key generation rate
across all the links (green dotted line), anonymous broadcasting
(parity) (blue solid line) and rate at which veto (purple crosses),
notification (yellow diamonds), collision detection (black triangles)
and message transmission (red stars) were performed. To ensure a
minimum success probability of >99.99% (1 for veto) we used =
16. Here the keys are generated every 20 min while including finite
key effects.

connected users without trusted nodes. Our fully connected
network, where every user exchanges secure keys with every
other, is crucial to the implementation of these protocols. The
superconducting detectors used provide roughly 184h of
continuous operation before the cryostats need to be thermally
cycled. During this~18h run of the network, we chose to
implement the basic anonymous broadcasting protocol through-
out, then use this to implement the other four protocols one
by one.

To demonstrate the stability of our network, we show the rate at
which the protocols can be performed over the 18.4 h in Fig. 5. To
be able to account for finite key effects with a security parameter
of 107>, we generated the private keys once every 20 min. For
each protocol, we use keys generated over a total time of 280 min.
Due to the nature of the anonymous broadcasting protocol, the
rate at which the protocol can be implemented is limited by the
slowest link. This can be seen in the disparity between the average
key rate and the anonymous broadcasting rate.

We implemented the veto protocol, for a random mixture of
input 0 and 1s, likewise for the collision detection protocol. The
veto protocol consumes the equivalent of only a few rounds of the
anonymous broadcasting protocol if the input is 1, and 8n rounds
if the input is 0. The notification protocol consumes (n rounds
regardless of the input. We believe that these protocols will prove
to be useful for voting-based applications and truly private social
media. Collision detection must become an important part of any
anonymous network application. We believe that this could form
the basis of a completely anonymous network control plane,
which could optimally allocate resources and communication
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bandwidth without collecting individual users’ network usage
information.

For anonymous private message transmission, the protocol
requires running an anonymous collision detection, veto and
notification step. Thus the total number of bits consumed is larger.
We executed the anonymous private message protocol using a
mixture of 1kb and 0.5 kb message lengths. The communication
efficiency, which is the number of bits transmitted per parity
protocol, is at least m/(m + 2logm + 23 + 4fn). The term of 4fn
is due to the overheads associated with the sub-routines of
collision detection, notification and veto protocols. This rate can
be made arbitrarily close to 1 by choosing m large enough.

A summary of the number of secret bits consumed by each
protocol is given in Table 1. We note that our protocols are
tolerant to errors in the secure keys, and we discuss how in the
Supplementary Material.

DISCUSSIONS

Quantum communication networks have largely focused on key
distribution. Here, we have shown how these networks can be
used to protect user privacy, a task often just as important as
ensuring that a transmitted message is secure. In this work, we
have implemented a set of five information-theoretically secure
anonymous protocols - broadcasting, veto, notification, collision
detection, and anonymous private message transmission on an
eight-user quantum network. Since every user in the network
shares a perfectly random, private and secure key with every other
user, it becomes possible to implement these protocols. All the
above protocols can be used as primitives for a wide range of
applications.

We anticipate that the most useful protocol would be
anonymous private message transmission, which allows one user
to send an arbitrary-sized message to another user in secret. This
has important implications for privacy-preserving applications,
such as tipping off the police anonymously?®, secret voting, secure
electronic auctions?>, and anonymous cryptocurrency transac-
tions>2, multi-party computation®* etc. Here we provide an explicit
construction for the encoding and decoding of the message.

The above protocols only preserve anonymity within a single
quantum network and their usefulness will grow as the size of the
network increases. Maintaining anonymity in networks where
active switching is used to choose which users can communicate
at any given point in time or in scenarios where independent
quantum networks are interconnected remains an open
challenge.

We have used secret keys generated via QKD to perform
protocols that allow for complete anonymity in a communication
network. Our experiment represents quantum communications
protocols beyond point-to-point QKD. It thus demonstrates the
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Table 1. The number of secret bits and security parameters of

protocols implemented in this paper. Here, n is the number of users

and 8 is mutually agreed upon by all users to achieve a minimum

desired success probability.

Protocol No. of secret bits consumed Success
probability
(minimum)

Parity n(n—1)/2 1

Veto Bn*(n —1)/2 1-27F

Notification Bn%(n —1)/2 1-278

Collision Bn%(n —1) (1- 2‘/3)2

detection

Message (m+2(log[m + 1]+ B))x n(n—1)/2 + (1—27F)°

transmission  2fn%(n — 1)

(m-bit)

capabilities of a quantum network to realise non-trivial security

tasks even when quantum memories are not available.

METHODS
Experimental setup

The entangled states are all produced by a single broadband source of
polarisation entangled photon pairs. Polarisation entanglement is used
to simplify each user's measurement module and is also compatible
long distance passively stable distribution over deployed
fibres3*35, The output is de-multiplexed into 16 wavelength channels
using International Telecommunications Union (ITU) 100 GHz top hat
Dense Wavelength Division Multiplexing (DWDM) channels. The source
itself is based on spontaneous parametric down-conversion of a
775.1 nm pump beam in a Magnesium oxide doped Periodically Poled
Lithium Niobate (MgO:ppLN) crystal within a Sagnac interferometer,
producing degenerate entangled photons centred at 1550.2 nm (which
coincides with the 100 GHz (i.e.0,8 nm) wide ITU channel Ch34 at
1550.12 nm) with a Full Width at Half Maximum bandwidth of = 60 nm.
Due to energy conservation during down-conversion, pairs are only
found in channels at equal spectral distance from the central frequency.
A 50-50 fibre beam splitter, attached to each DWDM channel, sends
photons randomly to one of two output ports, which is equivalent to
passive time division multiplexing. A multiplexing stage combines the
channels together such that every user receives four frequency
channels containing photons whose entangled partner photons were
routed to four other users. The additional passive time division
multiplexing due to the beam splitters expands the number of users
in the network to eight, and ensures that every user shares entangled

with

states with all seven other users.
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