PHYSICAL REVIEW A VOLUME 59, NUMBER 3 MARCH 1999

Quantum secret sharing

Mark Hillery,* Vladimir Buzek? and AndreBerthiaumé
!Department of Physics and Astronomy, Hunter College, City University of New York, 695 Park Avenue, New York, New York 10021
2|nstitute of Physics, Slovak Academy of Sciencésr@uskacesta 9, 842 28 Bratislava, Slovakia
3School of CTI, DePaul University, 243 South Wabash Avenue, Chicago, lllinois 60604-2302
(Received 18 June 1998; revised manuscript received 14 September 1998

Secret sharing is a procedure for splitting a message into several parts so that no subset of parts is sufficient
to read the message, but the entire set is. We show how this procedure can be implemented using Greenberger-
Horne-Zeilinger(GHZ) states. In the quantum case the presence of an eavesdropper will introduce errors so
that his presence can be detected. We also show how GHZ states can be used to split quantum information into
two parts so that both parts are necessary to reconstruct the original [@i160-2947®9)00803-3

PACS numbgs): 03.67.Dd, 03.65.Bz, 89.78¢

I. INTRODUCTION Quantum cryptography provides for the secure transmission
of information by enabling one to determine whether an
Suppose Alice, who is in New York, wants to have aneavesdropper has attempted to gain information about the
action taken on her behalf in Prague. There she has twkey that is being used to encode the mesgaged]. If not,
agents, Bob and Charlie, who can carry it out for her, but shéhe key can be used and the information sent by using it will
knows that one of them, and only one, is dishonest and shiee secure; if an eavesdropper has been detected, then one has
does not know which is the honest one. She cannot simplyo establish a new key.
send a message to both, because the dishonest one will try to We would like to show that it is possible to combine
sabotage the action, but she knows that if the two of thenguantum cryptography with secret sharing in a way that will
carry out it together, the honest one will keep the dishonesillow one to determine whether an eavesdropper has been
one from doing any damage. What can she do? active during the secret sharing protocol. The most obvious
Classical cr_yptography provides an answer that is knowm,\,ay of doing this is simply for Alice to use quantum cryp-
as secret sharindl]. It can be used, for example, to guaran- tq4raphic protocols to send each of the bit strings that result

tee that no single person can open a vault, has access 10 g the classical secret sharing procedure. This method will

industrial secret, or can launch a missile with a nuclear Wargork: it is, however, awkward. One first must establish mu-

head, but two together can. This means that for security to b al keys among different pairs of parties, in this case one for

breached, two people must act in concert, thereby making | lice and Bob and another for Alice and Charlie, and then

more difficult for any single person who wants to gain illegal implement the classical procedure. The classical procedure
access to the secret information; he must convince the other P P : P ’

party to go along and he risks discovery in the process. It should be pointed out, becomes more an_d more compli-
How can Alice implement this procedure? From her origi—cat_Ed the larger the number of pieces into which one want§ to
nal message, she creates two coded messages, one of Wh&q{lt the message. We woulq like to explore an _alternatl_ve
is sent to Bob and the other to Charlie. Each of the encrypteff!at uses quantum mechanics to do both the information
messages contains no information about her original messPlitting and the eavesdropper protection simultaneously. By
sage, but together they contain the complete message. Theising multiparticle entanglement, it eliminates the need to
fore, neither Bob nor Charlie alone can find out what Alice perform the classical secret-splitting procedure altogether.
wants to do, but the two of them acting together can. This The method for splitting a message into two parts that we
can be accomplished by taking the original message, whichresent here uses maximally entangled three-particle states,
we can think of as a binary bit string, and adding to it aor Greenberger-Horne-Zeilingé&HZ) states, and it can be
random bit string of the same length. The addition is donesasily extended in two different ways. First, it can be modi-
modulo 2 and bitwise. Alice then takes this string and a copyfied to allow Alice to send a string of quantum bitubits
of the random string and sends one to Bob and the other tm Bob and Charlie in such a way that only by working
Charlie. At this point neither is in a position to learn Alice’'s together can they determine what the string is. In this case it
message. However, if they get together and add their twis quantum information that has been split into two pieces,
strings together, bitwise and modulo 2, Alice’s messageeither of which separately contains the original information,
emerges. There are also classical protocols that allow Alicbut whose combination does. Second, the procedure can also
to split her message into more than two parts. be generalized to more than three parties and we show ex-
So far we have not mentioned the problem of eavesdropgplicitly how it works with four.
ping, but this is something Alice must consider. If either a GHZ states have already found a number of uses. They
fourth party or the dishonest member of the Bob-Charlie paiform the basis of a very stringent test of local realistic theo-
gains access to both of Alice’s transmissions, then they caries[6]. Recently it was also proposed that they can be used
learn the contents of her message. Eavesdroppers can, hofer cryptographic conferencing or for multiparticle generali-
ever, be defeated by using quantum cryptographic protocolgations of superdense codifig]. In addition, related states
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can be used to reduce communication complep8fy Quan-  Alice’'s measurements are given in the columns and Bob's

tum secret sharing represents yet another application. are given in the rows. Charlie’s state, up to normalization,
appears in the boxes. From the table it is clear that if Charlie
Il. GHZ STATES AND SECRET SHARING knows what measurements Alice and Bob métiat is,x or

_ _ y), he can determine whether their results are the same or
Let us suppose that Alice, Bob, and Charlie each have ongpposite and also that he will gain no knowledge of what

particle from a GHZ triplet that is in the state their results actually are. Similarly, Bob will not be able to
determine what Alices’s result is without Charlie’s assistance
1 because he does not know if his result is the same as Alice’s
|)=—=(]000) +|111)). (1)  or the opposite of hers.
\/E With each party choosing to makeor y measurements at

~random, only half of the GHZ triplets will give useful re-
They each choose at random whether to measure their pagy|ts. For example, if Alice and Bob both measure their par-
ticle in thex ory direction. They then announce publicly in ticjes in thex direction, Charlie must also measure his in the
which direction they have made a measurement, but not the gjrection in order to determine whether the results of Al-
results of their measurements. Half the time, Bob and Chalize's and Bob’s measurements are correlated or anticorre-

lie, by combining the results of their measurements, can de!ated; if he measures in thedirection he gains no informa-

termine what the result of Alice’s measurement was. Thigjon, Because Charlie is choosing his measurement direction
allows Alice to establish a joint key with Bob and Charlie, at random, he will choose correctly only half the time. This

which she can then use to send her message. is why all three parties must announce the directions of their
Let us see how this works in more detail. Define t@d  measurements so that they can decide whether to keep or to
y eigenstates discard the results from a given triplet. This announcement
should be done in the following way: Bob and Charlie both
1 1 send to Alice the direction of their measurements, who then
|+x)=—=(0)+[1)), [+y)=—=(]0)+i[1)), sends all three measurement directions to Bob and Charlie.
2 2
2 2 Before presenting a more general discussion of eaves-
1 1 _ 2 dropping, we shall consider a specific situation in order to
|=x)=—=(10)—1)), [-y)=—7=(|0)—i[1)). show that it can be detected. Suppose that Bob is dishonest
V2 V2

and that he has managed to get a hold of Charlie’s particle as

W the effects of ts by Ali d Bob well as his own. He then measures the two particles and
€ can see the efiects ol measurements by Alice and BOb Ofy 45 one of them on to Charlie. His object is to discover

the state of Charlie_’s particle if we express the GHZ state irbvhat Alice’s bit is, without any assistance from Charlie, and
different ways. Noting that to do so in a way that cannot be detected. Alice has measured

her particle in either thex or y direction, but Bob does not

1 1 know which. He would like to measure the quantum state of
10)=—=(+x)+[=x), [1)=—7=(+x)—|=x)), his two-particle system, but because he does not know what
2 V2 .
3) measurement Alice made, he does not know whether to

make his in the |00)*|11))/y2 basis or in the|00)
we can write +i|12))/\2 basis. Choosing at random he has a probability
of 1/2 of making a mistake. If he chooses correctly, he will
L know, for valid combinations of measurement axes, what the
result of Charlie’s measurement is from the result of his
)= ﬁm+X>a|+x>b+|_X>a|_x>b)(|o>°+|1>°) own; this means that he will then know what Alice’s bit is.
For example, if Alice measured in thedirection and found
+([+X)al =X+ =X)al +X)6) ([0)c=[1)c)]. (4 |+x), then the state Bob receives|@0)+|11))/+2. If Bob

_ N _ now measures in thg0)*|11))/y2 basis, he knows what
This decomposition ofy) tells us what happens if both Al-  he two-particle state is and because

ice and Bob make measurements in thdirection. If they

both get the same result, then Charlie will have the state

(|0)c+|1)e)/\2; if they get different results, he will have i(|00>+|11>): i
the state [0).—|1).)/\2. He can determine which of these V2 V2
states he has by performing a measurement along tiie

rection. The following table summarizes the effects of Al-Bob knows that Charlie’s measurement will produce a result

([+3)[+x)+[=x)[=x)),  (5)

ice’s and Bob’s measurements on Charlie’s state: identical to his.
Alice What happens if he is wrong? Suppose that Alice has
+X —X +y -y measured her particle in thedirection and that Bob mea-

. ) sures his particles in the/@Q0)*+|11))/2 basis. He has a
+x |0)+[1) [0)—]1) |O>_!|1> |0>+!|1> probability of 1/2 of getting either basis vector. He now
Bob —x | [0)=[1) [0)+[1) |0)+i|1) |0)—i|1) sends one of his particles to Charlie, and both Bob and Char-
+y | 0)=i|1) |0)+i[1) [0)—[1) [0)+[1)  lie measure their particles. Because Alice measyréd or-
-y I |O)y+i|1) [|0)—i|1l) [0O)+]|1) |O)—|1) der for this round of measurements to produce a valid key
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bit, Bob and Charlie must make different measurements, i.egr, conversely, if Eve is to gain information about Alice’'s
one must measurg and the othery. We note that in the bit, she must invariably introduce errors.

(|00)*=|11))/\/2 basis there is no correlation betweeand First, suppose that Alice, Bob, and Charlie all measure
y measurements, for example, their particles in thex basis. If no errors are to occur we must
have that
1 1 -
100+ [11) =5Te " H+)]+y) [ =X =) P(C=+x|A==xB==x)=1, ®
2 p(C=—x|A==x,B=Fx)=1,

iml4 _ —
TR =R O yhere p(C=+x|A=+x,B=+x) is the probability that

Theref in half the situati h its of th Charlie measures x given that both Alice and Bob measure
erefore, In half the situations the results of the measure; , ;.4 the other quantities are similarly defined. These

ments will be wrong. If, for example, Alice fourjd-y) and ; ;

Bob found|+x), then Charlie should measufe y) if he equations imply that

measures his particle in thedirection, but because of Bob’s P(+X,+X—Xx)|¥)=0, P(—x,—x,—x)|¥)=0,

measurement, he has a probability of 1/2 of findjrgy). 9)

The overall probability of an error in this cheating scheme is  p(4x, —x, +x)|¥)=0, P(—x,+x,+x)|¥)=0,

1/4, one-half of picking the wrong basis and then one-half of

getting the wrong result. whereP(+Xx,+X,—X) is the projection onto the subspace of
There are two additional points to notice here. First, ifthe three-particle—ancilla Hilbert space in which Alice’s par-

Bob were able to learn the direction of Alice’s and Charlie’sticle is in the+ x direction, Bob’s is in thet x direction, and

measurements before having to reveal his, he could che@harlie’s is in the—x direction. The other projection opera-

more successfully. In the cases in which he made the wrongrs are defined in a similar manner. Expressing the condi-

measurement, Bob could simply tell Alice a measurementions in Eq.(9) in the z basis(the |0),|1) basig, we find that

direction that would cause the results from that triplet to beif projection operators corresponding to any of the vectors

thrown out. Alice and Charlie would, however, notice a

higher than usual failure rate, 75% as opposed to 50%, which 1 1

would tell them that something unusual was happening. In- —=(]0003—[112)3), —=(]1005—[011)3),
sisting that Bob send a measurement direction to Alice be- V2 V2

fore learning what kind of measurement Alice and Charlie 1 1 (10

have made, makes this kind of cheating more difficult. Sec-
ond, there is also the possibility that Bob could lie at certain
points in the procedure; he could lie about his measurement .
direction or about the result of his measurement. In theaCt on|'¥), the result is ZEr0. L
Now suppose that Alice measures her particle in the

cheating scheme considered above, however, he gains nortg'ésis and Bob and Charlie measure theirs inythasis. In
ing by doing so. '

N order for there to be no errors we must have that
Now let us look at a more general situation. We assume

that there is an eavesdropper Eveho could also be either P(C=—y|A=+x,B=+y)=1

Bob or Charlig. Her problem, as in the example that we just T '

discussed, is that she does not know what bases have been or p(C=+y|A=+x,B=Fy)=1 (1D

will be used to measure the particles. If she measures them - '

herself and chooses the wrong bases, she will introduce €1 i

rors that Alice, Bob, and Charlie will be able to detect by\rNhICh imply that

publicly comparing a subset of their measurements. P(+X,+y,+y)|¥)=0, P(—x,—y,+y)|¥)=0,
In order to show this for a large class of measurements, let

us assume that Eve has been able to entangle an ancilla withp( . x —y —y)|w)=0, P(—x,+y,—y)|¥)=0.

the three-particle state that Alice, Bob, and Charlie are using.

At some later time she can measure the ancilla to gain inforagain expressing these conditions in theasis, we find that

mation about the measurement results of A”CG, BOb, an(é)rojection operators Corresponding to the vectors

Charlie. The state describing the state of the three particles

\/§(|010>3—|101>3), \/§(|110>3—|003>3)

(12

and the ancilla is 1 1
. E(IOO%—IH%), E(|100>3—|011>3),
|q’>=j I<§n:=0 |ikn)s|Rjkn) e (7 1 1 (13

\/§(|010>3+|10]>3), \/5(|110>3+|00]>3)

where|jkn); is a state of the three particles afit)y,) is an

unnormalized ancilla state. What we wish to show is that ifannihilate|¥).

this entanglement introduces no errors into the secret sharing So far we have six vectors to which the three-particle
procedure, theh) must be a product of a GHZ triplet and part of |¥) must be orthogonal. A seventh|100);

the ancilla. This implies that Eve will gain no information +|OlJ>3)/\/§ emerges when we demand that no errors occur
about measurements on the triplet from observing the ancillawvhen Alice measures her particle in tlyedirection, Bob
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measures his in the direction, and Charlie measures his in We can determine the effect of this measurement on the par-
they direction. These conditions imply thg#”) must be of ticles that Bob and Charlie possess by expressing the entire

the form four-particle state as
1 1
|@>:T(|000>3+|111>3)|R>§, (14 |\P>4:§[|\P+>Aa(a|00>bc+:8|11>bc)+|qf—>Aa(a|oo>bc
2
_,8| 11>bc) + |q)+>Aa(B|OO>bc+ a’| 11>bc) + |CD7>Aa
i.e., a product of the GHZ state and an ancilla state, which is
what we wished to show. X (= Bl00)pc+ a1D)pc)]- (16)

Finally, let us conclude this section with a discussion Of.At this point Alice does not tell either Bob or Charlie what

ﬂ:gt:)ecsoolgr?r?zgjiietzssaéﬁéoa'?hpifgjeg qggm;“n;l;ggietti:ha”ﬁ% result of her measurement is. This implies that the single-
P : Y particle density matrices of both Bob’s and Charlie’s par-

necessary to use, on averaghl @HZ triplets. If we instead ti(EIes are (1/2)), wherel is the 2x 2 identity matrix, so that

use _standard quantum c_ryptography and ‘h‘? class_lcal SECT& this stage of the procedure neither Bob nor Charlie has any
sharing protocol, then eitherM entangled pairs, using the

. 4 information about Alice’s qubit. Alice now tells either Bob
Ekert procedur¢3], or 4N particles, using the BB84 proce- Charlie(she makes the choice at randotm measure his

Sparticle. It is the person who has not been chosen whose
article will contain the final qubit. The party that has been
Rosen to make the measurement, whom we shall assume to

) . . . . Bob for thi rticular it, now m res hi rticle in
bits can be sent to either Bob or Charlie using a public Chanjge ob for this particular qubit, no easures his particle

nel. In the hybrid quantum-classical scheme Alice must sent- e x direction, obtaining eithef-+x), or | ~X);,. This stil
' e hybnd g ; X aves Charlie’s single-particle density matrix as (L/2)e.,
2N classical bits once keys with Bob and Charlie have beerp] . : ; e :
establishedN bits to send the random string to Charlie and e still has no information about Alice’s qubit
anotherN bits to send to Bob the string resulting from the In order to reconstruct Alice’s qubit Charlie needs two

bits of classical information from Alicéwhich of the four

bitwise XOR of the message and the random string. In 9€Nz0|| states she foundand one from Bob. Alice first verifies

eral, the more parts into which the secret is split, the greate[r

. . ! at both parties have received a particle, which we assume
the d|ffer§nce betweep the number of plassmal bits that mu Em be done over a public channel, and then sends Charlie
be sent in the hybrid scheme and in the entangled—stat[

fhe result of her measurement. If Alice’s result was either
scheme KN versusN for a secret split intd/ partg. We see Cre o ; :
; . . or | _)a,, then Charlie’s single-particle densit
that entanglement is able to act as a substitute for transmitt aJtrr>i>/?ais V) gie-p y
random bits.

sent from Alice to Bob and Charlie isNl In the GHZ
scheme, once the key has been established, Alice needs

pc=|a|2|o>c c<0|+|ﬁ|2|l>c c<1|; (17)

if the result was eithef® , )a, or |® _)aa, then it is
Now suppose that Alice has a string of qubits she would

like to send to Bob and Charlie in such a way that they must pc=1B1%0)c (0| +|a|?|1)¢ (1]. (18
cooperate in order to extract the quantum information. She . ) ) ) ) )
can use shared GHZ triplet800) ,,c+|111) 45 and a proce- Charlie now has amplitude information about Alice’s qubit,
dure Very Sim”ar to quantum te|eportation to do [tﬁ$ The but kHOWS nothing about |tS phase. BOb'S one b|t Of C|aSSica|
no-cloning theorem implies that only one copy of Alice’s information, in conjunction with the quantum information he
qubit can be received, so that either Bob or Charlie, but nofow has, will give him the phase information and allow him
both, will possess the final quiji®]. The procedure we shall o0 reconstruct Alice’s qubit. In particular, the transformations
present is symmetric in that either party can end up with théhat Charlie should perform in order to obtain Alice’s qubit,
final qubit, but information from the other party is required Up to an overall sign, are

before this can happen. Security could be enforced by requir-
ing that Bob and Charlie meet in person to exchange the final
information and put the qubit to its final use. Let us now look
in detail at the procedure for sending one qubit. We shall first

Ill. SPLITTING OF QUANTUM INFORMATION

|W+>Aa|+x>b_>|v |(I)+>Aa|+x>bﬁo'xv

|\P+>Aa| _X>b_>0'2y |(D+>Aa|_x>b_>0'x0'z:

describe the protocol and then discuss the reasons for some (¥ ) pad +X)p—= 02, [P )ad +X)p—0y0o,, (19
of the steps.
Alice begins by taking her qubit, which is in the state [V Daal =)=l [P )ad =X)p— 0y

@|0)a+ B|1)s, combining it with her GHZ particle, and

measuring the pair in the Bell basis We see, then, that Charlie can reconstruct Alice’s state, but

only with the assistance of Bob. Bob must both measure his
particle and send the result to Charlie. Without Bob’s infor-

|‘Pi>Aa=i(|00>Aai|1l>Aa), _mation, Charlie has no information about the phase of Al-
\/f ice’s state.
1 (15) Let us now discuss this procedure. We are making the
|D ) aa=—=(|01) a0 |10)a5)- assumption that any communication over a classical channel
V2 is insecure. This means we cannot consider the simplest
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method of splitting the quantum information in Alice’s qubit, 1
which is just to use standard teleportation with an Einstein- |y),=—— [T (|+x);+|-x);)+]] (|+x>]-—|—x>j)},
Podolsky-RosetEPR pair and send the classical informa- 42| i
tion to Bob and the second particle in the EPR pair to Charlie (21)
[10]. That is why the procedure we have outlined above is
somewhat more complicated. Note that we could securely
implement this protocol if Alice sent her two bits using stan-Wherej runs over the selice, Bob, Charlie, Diang we see
dard quantum cryptography. She would on average, howthat the right-hand side is an equal superposition of all four-
ever, need four particles to do so and an entangled pair tparticle basis states, where each single-particle state is in the
implement the teleportation procedure. In addition, this prox basis, with an even number efx states. This means that if
cedure will require that five measurements be made on avegll four people have each measured their particles inxthe
age. The scheme we have presented requires a single GHlfrection, then Bob, Charlie, and Diana can, by combining
triplet and two measurements. In effect, it substitutes entheir results, determine what the result of Alice’s measure-
tanglement for quantum-mechanically implemented classicahent was. They simply count the number 6% measure-
communication. ments. If it is even, then Alice must have fouridk; and if it

Our next task is to see how it protects against cheatings odd, then Alice must have measured. It is necessary
and eavesdropping. Let us first note that Alice’s ability 1oy gl three of them to combine their information in order to
choose which particle, Bob’s or Charlie’s, is to receive thegetermine Alice’s result; no subset will do. Therefore, Alice
final qubit prevents cheating by one .Of the parties i theyhas succeeded in splitting her message into three parts.
manage to get hold of both of the particles that Alice sends. | o qer to foil eavesdroppers and cheaters, the four par-

Suppose, for example, that Charlie is dishonest, that he h . . )
managed to obtain both particles, and that he has sent a pg%s do not want to use only a single basis, so we must ex

ticle that he has prepared to Bob. If Alice chooses Charlie gmine what happens if different combinations >olnd y

receive the qubit, his cheating will go undetected; once Char: ases are used. Expressing, in they basis, we find that it

lie has the result of Alice’s measurement he has her qubi'[S an equal ;uperposi'tion of a[l four-par_ticle.basis states,
and the result of Bob's measurement is irrelevant. On thdVhere each single-particle state is in ghieasis, with an even
other hand, if she chooses Bob, then Charlie has a problerfumber off —y) states. This allows Bob, Charlie, and Diana
At the time he sent the particle to Bob, Charlie did not knowt0 determine Alice’s state in the same way as in tfeasis
the result of Alice’s measurement and therefore the particl€ase. If two of the particles are expressed inxf#sis and
he sent to Bob is not in the proper quantum state. Alice an@vo in they basis, then we see thpp), is an equal super-
Bob can detect this by comparing a subset of the states Baposition of the 16 basis vectors with two particles in the
received to the ones Alice sent, which would reveal Charlie’dasis and two in thg basis(with the same two in th& basis
cheating. and the same two in thg basis in each of the four-particle
This procedure also guarantees that if an eavesdropper basis vectorsthat have an odd number of minus states. For
a cheater has entangled an ancilla with the three-particlexample, if the first two particles are expressed inxhasis
state, then errors will be introduced. If the GHZ state in theand the second two in thg basis, the states— x)| + )|
above protocc_JI is replaced by th_e state in EQ, the_n one  +y)|+y) and|—x)|+x)|—y)|—y) would appear in the ex-
can show, using an argument similar to the one in Sec. lpansion of|),. Again, Bob, Charlie, and Diana can deter-
that if no errors are !ntroduced by the addition of the ancilla,nine Alice’s state by counting the number of minus states
then the stat¢¥) is just a product of the GHZ state and an ¢ appeared as results of their measurements.
ancilla state. This again implies that measurements on the ¢ i a0 particles are expressed in one basis and the re-

ancilla will teI_I an eavesdropper nothing about t_he state Otmaining one in the other, them), is a superposition of all
the three particles held by Alice, Bob, and Charlie. 16 basis vectors. This means that there are no correlations
among the measurements that will allow Bob, Charlie, and
IV. FOUR-PARTICLE GHZ STATE Diana to infer the result of Alice’s measurement. If all four
parties are choosing their bases at random, this means that in
It is possible to generalize this procedure to split informa-half the cases, they will not be able to use the results.
tion among more than two people. Let us look specifically at Summarizing, each of the four parties performs a mea-

the case of three. Alice starts with a four-particle GHZ statesurement on their particle in either th@r y basis. They then
communicate their choice of basis to Aliggassically, who

decides if the overall basis choice is a usable one, and she
|4y 4=—(]0000 +|1111)) (20 then communicates all four basis choices to each of the other
\/5 three parties. Using this information and the results of their
measurements, they can, if they act in concert, determine the
and keeps one particle for herself and gives one particle eadlesult of Alice’s measurement. This means that Alice, on the
to Bob, Charlie, and Diana. Her object is to generate a shareshe hand, and Bob, Charlie, and Diana, on the other, will
key bit that can only be figured out by Bob, Charlie, andhave, on repeating this process, a shared key. A calculation
Diana if they cooperate. similar to the one presented in Sec. Il shows that if an eaves-
A method of accomplishing this can be found by expressdropper tries to entangle an ancilla with the four-particle
ing the statd ), in different combinations ok andy bases. GHZ state, then she will invariably introduce errors and her
If the state is expressed completely in theasis, presence can be detected.

1
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V. CONCLUSION split the information in one qubit into two parts so that each

We have shown that GHZ states can be used to split inpart contains as much information about the original qubit as

formation in such a way that if one is in possession of all OfpOSS|bIe. However, in that case one cannot reconstruct the

) ) . griginal qubit by combining the two copies.
the parts, the information can be recovered, but if one has The key point in all of this is that multiparticle entangled

only some of the parts, it cannot. This applies to both CIaS'states can be used to split information into parts. This can be

5|ca_l and quantum information. In the_z case of classical infor- seful in maintaining security, as has been shown here, but
mation a shared key can be established between one par

and several others, all of whom must work in concert. Ant ere may be applications in the processing of quantum in-

o formation as well.
eavesdropper or a cheater will introduce errors and can

thereby be detected. In the case of quantum information the
information in a qubit is split into two parts so that if the
parts are recombined, the qubit can be recovered.

This represents a different kind of information splitting ~ We thank Richard Cleve for helpful and stimulating com-
than occurs in quantum copief§l]. There the object is to ments.
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