Bombs that don’t explode!

Undetectable forgery!

An q daptiv e att ) Cl < On W i es ner)S q ua Iltum mon EYo Classical money is hard to forge practically (watermarks, special paper), while quantum money is

attractive because its security relies no-cloning. The first quantum money scheme was introduced
by Wiesner around 1970. Today, we have more sophisticated quantum money, but Wiesner’s idea

Daniel Naga}‘ Or Sattath Aharon Brodutch D ominique Unruh remains appealing because of its clean concept and simple implementation.
o . We show an efficient adaptive attack on Wiesner’s quantum money in a strict testing scenario,
Slovak Academy UC Berkeley IQC Waterloo University of Tartu, Estonia when valid money is accepted and returned, while handing in invalid money is highly discouraged.
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Our approach is inspired by the Elitzur-Vaidman bomb testing problem. We break the protocol

Wiesner’s quantum money

B A classical serial # and
a secret quantum state.

B Security: no cloning for non-OG states.

Strict testing

with 4 hidden states, and then present general single-qubit tomography under strict testing.
B  When you pass the test, you
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get your money (state) back.
BANK .
B You don’t want to fail a test. —> —> x

Finding the secret state
without failing the test

B FElitzur & Vaidman can test bombs
using the quantum Zeno effect.

We run a similar test on the four
secret states used in Wiesner’s money.

R;is a rotation by o=m/2N for large N.
B m _1/’“ m the secret state

0 —HR; () ancilla qubit

Failure probability of one test ~8.

Repeat N times, reusing the ancilla.
The ancilla remains in the state 0.
Total probability of detection p,~1/N.
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Just as for [0, the ancilla stays O.
Total probability of detection p,~1/N.

A different attack: weak coupling

B In bomb-testing, we flip the secret state if the ancilla is near 1.
Here we ensure that the state doesn’t change very much

in any round, coupling the ancilla and the secret state with ([ 8:e_lS(XQQX) :

Applied to z-basis states, U is close to the identity.
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When the secret state is in the x-basis, Us simplifies a lot to € (12X) :

B L[_'“_L[ the secret state
01 0— L

. — () ancilla qubit

Probability to fail one test ~&:

Do N tests, reuse the ancilla; it remains 0. Total probability of failure p,~1/N.
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Do N rounds, reuse the ancilla; it slowly moves towards 1.
The secret state always passes the test.

B We can safely identify whether the secret state is in the z- or x-basis.
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When reusing the ancilla over N rounds,
it slowly rotates to the state 1!
The state always passes the bank’s test.
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Do N tests. In even rounds, the ancilla is 0.
The state always passes the bank’s test.

B This way we can identify in N rounds.
We get caught with probability p,~1/N.

Single-copy tomography from strict testing

B Let’s couple the ancilla and the unknown state by A 5=e_l6(A °X) .

B We can now estimate the expectation value of the operator A in
a single copy of an unknown state, if we have a strict tester for this state.

H{ a1
O — ceoe

~ COS (g(A}) |0) — %sin (g(A)) 1)

N tests up to error ~1/N

B How would you identify &, [0, BN ?
4 fy =, B, B After N rounds of testing, the ancilla has info about(A).
B How many rounds for n qubits? i paraliel, ans: 0/, During all this, we almost never fail a test, as the overall p,~1/N.
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